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What is this study about?

1. Many web-applications include JavaScript code from different hosts

2. All scripts are loaded in the same single global namespace

3. Result: scripts may override global variables and functions from 

other ones

4. All this leads to unexpected behaviour and runtime errors
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Problem statement 👍
• Three types of conflicts:

• Value conflicts

• Function definition conflicts

• Type conflicts


• Scope of research: problems caused by global identifier conflicts in scripts from 
different organizations:

• third-party overwrites first-party

• first-party overwrites third-party

• third-party overwrites other third-party


• Research challenges: 
• Type inference

• Object support

• Alias analysis



Innovation 🤏
• The article is not about innovations

• The article is about research and analysis



Contribution 👍

• JSObserver - browser based dynamic analysis framework for 
detecting JavaScript global identifier conflict at run time  
(https://github.com/cuhk-seclab/JSObserver)


• Analysed data from the main pages of Alexa top 100K websites in 
2019 (https://zenodo.org/record/3874944)


• Result: 145K+ conflicts detected on 31K+ popular websites

• Conclusion: JavaScript global identifier conflict is an emerging threat 

to both the web users and the integrity of web applications. Need to 
isolate JavaScript code from different organizations. 

https://github.com/cuhk-seclab/JSObserver
https://zenodo.org/record/3874944


Logical correctness 👍 
Proof of statements 👍
✅ Design and methodology

✅ Implementation

✅ Evaluation

✅ Case studies

✅ Performance of JSObserver

✅ Related work

✅ Discussion



Readability 👍

• Very nice research article

• Clear and logical narration

• Visual content:

• Graphics

• Code

• Statistics tables



Design and Narrative Structure 👍

Summary and links to the 
subsections 😊

References and figures order ☹

…



👍
An exemplary article


